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InMAS
• InMAS - “Internet Malware Analysis System”
• In cooperation with the German Federal Office 
for Information Security (BSI)
• Markus Engelberth, Felix C. Freiling, Jan Göbel, 
Chistian Gorecki, Thorsten Holz, Ralf Hund, 
Philipp Trinius, Carsten Willems
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Motivation
• The Internet is a critical infrastructure
• Failure/attacks occur every day 
• Early warning systems to anticipate the attacks
• Detect and classify incidents 
• Analyze attacks and tools involved
• Perform a suitable reaction
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InMAS
• Focus on Malware
• “Malware is involved in most attacks.”
• Modular monitoring and analysis system
• Distributed and large-scaled system
• Integration of well known tools
• Static and dynamic analyses
• Easy to use and simple to extend
InMAS - platform
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Malware - Capture
Internet
Malware Capture
- Submit
- Server- and Client-Honeypots
- Spamtraps
• Server honeypots
• Client honeypots
• Spamtraps
• http://cwsandbox.org
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Malware - Repository
Internet
Malware Capture
- Submit
- Server- and Client-Honeypots
- Spamtraps
Malware Repository
- Database
- Data Warehouse
- Stored Procedures
• Attack data
• Malware binaries
• Analyses results
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Malware - Analysis
Internet
Malware Capture
- Submit
- Server- and Client-Honeypots
- Spamtraps
Malware Repository
Malware Analysis
- Dynamic malware analysis
- Document analysis
- User simulation
- Internet emulation
- Generic unpacking
- Database
- Data Warehouse
- Stored Procedures
• CWSandbox / MalOffice
• Virustotal / Packerdetection
• Generic Unpacking
• SimUser / TrumanBox
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InMAS
Internet
Malware Capture
- Submit
- Server- and Client-
  Honeypots
- Spamtraps
Malware Repository
Webinterface
Malware Analysis
- Dynamic malware analysis
- Document analysis
- User simulation
- Internet emulation
- Generic unpacking
- Datebase
- Data Warehouse
- Stored Procedures
- Visualization
- Data preparation
- InMAS configuration
• Data aggregation / visualization 
• Automated interpretation
• Top-down view
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InMAS+
Malware Clustering
Internet
Malware Capture
- Submit
- Server- and Client-Honeypots
- Spamtraps
Malware Repository
Webinterface
Malware Analysis
- Dynamic malware analysis
- Document analysis
- User simulation
- Internet emulation
- Generic unpacking
- Database
- Data Warehouse
- Stored Procedures
- Visualization
- Data preparation
- InMAS configuration
X
Y
Z
0.2 0.4 0.6 0.8 1 1.2
0.7
0.75
0.8
0.85
0.9
0.95
1
F−m
eas
ure
Cluster threshold
Comparison of features (Complete linkage)
 
 
CWSandbox
DIMVA 2008
MIST Level1
MIST Level2
0.2 0.4 0.6 0.8 1 1.2
0.7
0.75
0.8
0.85
0.9
0.95
1
F−
me
asu
re
Cluster threshold
Comparison of clustering methods
 
 
Baseline (TU Wien)
Single linkage
Average linkage
Complete linkage
• Determine malwar  families
• Find new malware
• Behavior-signature
Webinterface
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Results
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Server honeypots
• ~ 7 month
• 1 Amun instance 
attacks unique IPs downloads
307.791 3.670 6.019
dcom lsass symantec
25.92% 22.15% 19.16%
Statistics
Top vulnerabilities
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Client honeypots
• ~ 4 month
• 5 Capture clients
websites webserver IPs malicious faulty
18.179 7.351 322 11.545
registry filesystem network
42.66% 34.41% 22.51%
Statistics
Suspicious events
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Spamtraps
• ~ 6 month
• 8 spamtraps + web-upload
emails attachments urls
304.222 4.413 6.982.146
image zip pdf
83.39% 7.02% 0.73%
Statistics
Attachments
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CWSandbox
• Free service online for 3 years
• 15 native sandbox systems / 2.5 minutes per run
submissions unique samples user
1.059.780 999.005 11.895
overall CWSandbox Virustotal
2.560.575 992.757 1.378.650
Statistics
Analyses
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Clustering
• ~ 1 1/2 month
• 52 incremental cluster runs
clustered reports rejected cluster
155.722 2.931 (~1.88%) 432
avg/min/max member avg. # prototypes avg. distance
353/10/38.505 5 0.335011
Statistics
Cluster
Conclusion
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Conclusion
• The InMAS approach for malware capture and 
analysis
• System online since 2007
• Sandbox service is used by many security 
research teams
• Continuously enhanced
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